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• Cybersecurity – what is it and why 

should you care?

• How are hackers breaking in?  

Real world stories.

• What can you do to protect  

yourself and your organization? A 

simple approach to cybersecurity.

Three areas of focus for today
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Cybersecurity – what is it and why 
should you care?
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Simply put…

• It's about protecting your network 

and data from attacks.

Even more importantly, 

cybersecurity is not…

• an IT issue

• a big business problem

• all about software (e.g., antivirus)

What is cybersecurity?
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• 71% of Canadian organizations were impacted by a cyber-attack in 

2019

• Only 19% of Canadians would continue to do business with an 

organization if their personal data was exposed in a cyber-attack

• Cyber crime is bigger than illegal drug trafficking as a criminal 

moneymaker

• And…nearly half of all businesses are putting themselves in the 

firing line with no strategy to prevent digital crime

* 2019 Cybersecurity Survey Report - Canadian Internet Registration Authority

Did you know?
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People and their curiosity 

So why is human error so common?

• A mistaken belief that antivirus and firewalls 

completely protect them

• Emails that are specifically addressed to 

them

• Emails about topics that seem relevant (eg. 

security alerts, invoice payments, etc.)

• Mistakes happen – rushed, not paying 

attention

*Symantec 2019 Internet Security Threat Report.

Weakest link
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1 in 10 
URLs being sent 

have malicious 

intent

48% of 

malicious email 

attachments are 

Office files – up 

from 5% in 2017
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And it's not just about clicking on 

the wrong thing…

Worst passwords from the 

Ashley Madison hack.

And (what a surprise!),

they are about as

inventive and easy to

crack as 123456!

Weakest link
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What we are seeing

Most of the victims had 

no real understanding 

of the full impact that 

an attack would have 

on their operations

Most victim 

organizations did not 

have appropriate data 

backup

Low level of 

knowledge on cyber 

insurance

Cyber awareness is 

very low for both 

management and  

employees

Almost all victims had 

not taken even the 

easiest logical steps to 

enhance their security 

In more sophisticated 

hacks, time to 

discovery is months or 

longer

Many victims placed 

undue reliance on 

underqualified 

outsourced IT 

contractors

An alarming number 

of  victims did not 

have commercial AV 

software
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You’re probably all familiar with the Marriott data breach …

– Exposed the personal information of 339 million guests

– Projected to cost Marriott billions of dollars

• 9% of consumers said they were victims of hotel breaches and 10% 

said they were victims of restaurant breaches

• 70% of guests don’t think the hotels are they stay at are doing 

enough for cybersecurity

• Millennials believe Airbnb is less vulnerable to a cyberattack than a 

traditional hotel

• 49% of women and 42% of men say that trust in a hotel’s 

cybersecurity influences whether they book with them

• 40% of hotel guests were worried about breaches of the hotel’s WiFi

* 2019 MORPHISEC Hospitality Guest Cybersecurity Threat Index

Cybersecurity and hospitality
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How are hackers breaking in?  Real 
world stories.
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• Social engineering

• Phishing and spear phishing

• Ransomware

• Malware

• Mobile malware

• Waterhole attacks

Types of cyber attacks
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• The art of gaining access by exploiting human psychology, rather 

than by breaking in or using technical hacking techniques 

• More than 60% of businesses were victims of social engineering 

attacks last year

Social engineering
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SIM swapping/cell phone porting
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• We’re relying on our cell phones even 

more

• Hackers are using data exposed 

through data breaches to contact cell 

phone providers and steal your cell 

phone number

• They can then use this to reset your 

passwords to your email, PayPal, etc. 

and start making purchases with your 

accounts

• Harder to fix during a pandemic if you 

no longer have access to your phone
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Phishing and spear phishing
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Phishing
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How do hackers convince you to click on things?

• Curiosity – Making the topic interesting/appealing

• Pressure – Creating a sense of urgency

• Context – Making the topic relevant to the current environment

So what does this look like in the pandemic environment?

• Curiosity – People are hungry for information about the virus

• Pressure – People are scared, and hackers can prey on this 

fear

• Context – Topics can be linked to recent pandemic 

developments

Phishing
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Phishing
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…let’s look at an example
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The growing threat of hackers
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And yet another…
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Spear phishing
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Mobile phishing or smishing
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Mobile phishing or smishing
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And hackers are 

using the pandemic 

here too…
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• Malware that blocks access to a victim's files and the 

only way to gain access is to pay a ransom

• Can only block access by encrypting the files or 

locking victims out of the operating system

*Symantec 2019 Internet Security Threat Report.

Ransomware

22

75% of Canadian businesses were inclined to 

pay an extortion fee pre-pandemic.
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Ransomware
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Ransomware and other tools are cheap
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• Any piece of software that was written with the intent of doing harm 

to data, devices or to people

• Decline in long running malware types, but mobile versions have 

grown by 50% recently

Malware

25



©2019 Grant Thornton International Ltd. All rights reserved.

• Malicious software that is specifically built to attack 

mobile phone or smartphone systems - causing loss 

or leakage of confidential information

One in 36 mobile devices have high risk apps 

installed

*Symantec 2019 Internet Security Threat Report.

Mobile malware
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Mobile malware
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Malware on public wifi
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Malware with links
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Malware on devices
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• Targeting a specific group of users by infecting websites 

that groups are known to visit

• Goal is to infect the targeted user's computer and gain 

access to their network

*Symantec 2019 Internet Security Threat Report.

Watering hole attacks
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Business email compromise
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What is it?
Fraudsters either spoof or take over the account of an executive 
or finance employee, and send email messages such as:

a. Pretending to be a supplier, and emailing a customer to 
request a change in bank information to an account controlled 
by the fraudster (e.g., City of Saskatoon – over $1,000,000 
sent to an individual pretending to be the CFO of a local 
construction company)

b. Pretending to be the CEO or CFO, and requesting that money 
be transferred to an account the fraudster controls (often 
through wire transfer).  Gift cards is also a common option

c. Pretending to be an employee, and asking payroll to change 
their banking information to an account controlled by the 
fraudster (e.g., Royal Canadian Mint)
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What can you do to protect yourself and 

your organization?

A simple approach to cybersecurity.
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Start the Cybersecurity conversation at your 

organization 

• Cybersecurity isn’t just a 

technology issue, it’s about 

business risk, organizational 

culture, and education



©2019 Grant Thornton International Ltd. All rights reserved.

Security awareness training for employees

– Onboarding

– Reading a policy is likely not enough

– Consider concepts in behavioral change – easy, rewarding 

and normal

– Can't just communicate the change – reinforcement is key

– Ensure that passwords are strong – and educate 

employees not to use the same password across multiple 

platforms

Reducing your risk
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Consider your own IT environment

– Do you run antivirus?  Firewalls?  Are they current?

– Are your patches up to date?

– What are your IT security policies and procedures?

– How would you identify potential hacking attempts/breaches?

– How do they stay up to date with current issues?

– Do you rely on an external IT person or company?  How do 

you know they’ve got the right controls in place to protect 

you?

– Is your website secure?  How do you know?

– How much customer information do you store?  Do you need 

to keep it all?

This should be part of your regular conversation

Reducing your risk
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Business continuity and incident 

response

– Have a plan – what would you 

do if you couldn't access your 

network?  How long could you 

operate without it?

– Regularly back up all data and 

check status

– Keep copies offline –

ransomware can also affect your 

online backups

– Test, test and retest

Reducing your risk
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Thank you!
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As details continue to emerge, updates and downloadable resources are available on Grant 

Thornton's COVID-19 Hub

https://www.grantthornton.ca/finding-the-way-forward-guiding-businesses-through-coronavirus

Subscribe to receive these and other updates  

https://www.grantthornton.ca/Subscriptions/Subscribe/

Questions, contact:

Leah White, Partner, Advisory Services

E Leah.White@ca.gt.com

https://www.grantthornton.ca/finding-the-way-forward-guiding-businesses-through-coronavirus
https://www.grantthornton.ca/finding-the-way-forward-guiding-businesses-through-coronavirus
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